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1. Introduction

This chapter consders the problem of routing communication demands in high speed
networks which support Quality of Service congraints. Routing in the new generation of high
gpeed networks is a particularly thorny problem: the large amount of information required for
routing decisons is inherently digtributed and may change rapidly over time, guarantees of
service qudity for every connection need to be met, many connections need to share the
same resources and routes need to be found quickly to provide “did-tone” connectivity to
customers. These criteria make the task of distributed resource management and alocation
very complex.

Techniques developed in Didributed Artificid Intelligence (DAI) provide ways of
managing distributed systems using loosaly coupled local problem solvers. Agents' can be
used to provide autonomous loca control whilst cooperating with each other to build more
globa views when necessary. Loosely coupled agent systems can dso flexibly ded with
changes in the state of the network and act pre-emptively to avoid network emergencies.
This chapter hastwo main ams.

1. To discuss the pertinent features of the domain with respect to current DAI
research on organisations and cooperation.

2. To present an approach based on environment adaptive dynamic organisations of
agents which begins to address some of the outstanding issues.

Section 2 presents the routing problem, its difficulty and some discussion as to why
DAI techniques may be applicable. Section 3 discusses specific domain features of the
routing task and how they relate to the gpplication of current DAI work, Section 3 dso
includes an overview of previous work on routing. Section 4 presents a method for
dynamicdly partitioning a network and how to gpply this to support a community of agents
in performing the routing task. Section 5 concludes the chapter.

" Corresponding author: e-mail - willmott@lia.di.epfl.ch.

!For the purposes of this chapter we borrow from (Jennings, Sycara, Wooldridge, 1998) and define an
agent as situated, autonomous and flexible (responsive, pro-active and social). See (Jennings, Sycara,
Wooldridge, 1998) for definitions of these terms.
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2.  Arouting problem

Due to the large number of exising network technologies and the multitude of
different usesthey are put to, routing comes in many forms - the basic task however involves
finding paths for communication demands in a network. This chapter focuses primarily on
the on-line state-based source routing needed in large high speed connection oriented
networks.

- On-line means routes are found as connection demands arise as opposed to having
routes pre-computed before they are required.

- State-based means that route choice depends at least partly upon the current state of
the network as opposed to purdly heuristic or Satistical data.

- Source means that the node a which a demand originates is reponsible for finding a
route to satidfy it as opposed to having an entity such as a centrd route server
generaing al routes. In practice the meaning of source routing is often extended to
dlow severd nodes to take part in route finding (e.g. see PNNI (ATM Forum,
1996)).

The need to provide Qudlity of Service(QoS) guarantees in today’s networks is a
driving factor behind the need for online state based source routing. To make QoS
guarantees for a connection, a route through the network must be found which supports the
gpecified level of sarvice requested. Finding such a route requires a large amount of
information about the network state which is both distributed throughout the network and
rgpidly changing. Alles (1995) suggests two main reasons for usng source routing in the
ATM PNNI routing framework:

1. If hop-by-hop routing was used, each node would need to evaluate QoS across
the entire network to determine the next hop.

2. Hop-by-hop routing aso requires a standard (identicd) route determination
agorithm at each hop to (help) preclude the danger of looping.

The utility of on-line routing is dso supported by the success of dynamic routing
drategies (such as RTNR (Ash et d, 1991) and DNHR (Ash and Huang, 1993)) in
telephone and circuit switched networks. Lee €. d. suggest that traditional routing strategies
based on the optimisation of a metric can no longer be used for today’s high speed
networks - the routing process “needs to be adaptive to the network state” (Lee, Hluchyj,
Humblet, 1995).

Intuitively as the dynamicity of the network increases complete off-line solutionswill
stay valid for shorter and shorter periods. Since routed demands need to share resources
2
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and a certain level of service has been guaranteed to each, new demands can only be
accommodated with some reference to the current network state. The need for this
information means that routes can only be alocated on-line.

2.1 Generic problem definition

The following explanation gives a technology independent definition of the problem
being addressed here:

Given a network graph G=(N,L) where N is a set of nodes connected by the set of links L, for
any demand arising at a node n, for a connection to any other node n, with a vector b of Quality of
Service parameters - performthe following actions:

- Find a suitable route between n, and n, which fulfils the demand’ s requirements (the vector b).
- If norouteisavailable - reject the call.

- If aroute is found - reserve sufficient resources along the route for the call.

- Hold the reserved route and maintain the QoSlevels specified inb until the call isterminated.

The main requirement for the use of this definition is having a connection oriented
network with soft connection set-up - i.e. away of establishing a new cdl in the network
once the route has been chosen. This definition can be usefully gpplied to (among others)
ATM? SONET, TDM, SDH networks.® There are various extensons to the generic
problem such as finding the “best” route for each demand by some optimality criterion or
maximidng profit over time (given that each accepted cdl generates a known amount of
revenue).

One of the key things to note about the definition above is thet thisis not just aroute
finding process, it dso includes the reservation of resources. The reason for this is that for
on-line routing and routing in high speed networks the resource reservation or connection
set-up and routing are often intertwined. The connection set-up needs to be made before the
network state changes and the route chosen becomesin-vdid.

2.2 How difficult isit?

Armed with our problem definition the next gep is to examine how difficult the
problem redly is to solve. Finding a single path between two nodes in a graph can be done
usng a smple shortest path agorithm such as Dijkstra's (Dijkstra, 1959) or the Bellman+
Ford agorithm (Ford and Fulkerson, 1962)*. These agorithms run in low order polynomia
time®, however severa things complicate the routing task:

*Note that the SV C service (soft connection set-up) for ATM has yet to be standardised.

%For more information about these networks types see (de Pryker, 1995) for ATM, (Kazovsky,
Benedetto, Willner, 1996) for TDM, (Sexton and Reid, 1997) for ATM, SDH and SONET.

* See (Cherkassky, Goldberg, Radzik, 1994) for an evaluation of various shortest path algorithms.

*The standard form of Dijkstra’s algorithm requires O(n? + O(m) where n is the number of nodesin the
network and mis the number of links.
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1. Wang and Crowcroft (1996) show that the metrics used in path sdection impact on
the complexity of the task. Using two or more “additive’ or “multiplicative’ metrics
results in an NP-complete problem (See (Wang and Crowcroft, 1996) for an
explanation of the different types of metric). ATM for example can specify:
bandwidth, trandfer delay, delay jitter and cell lossratio which gives just such an NP-
complete mix.

2. The solution agorithms that might be used to solve these problemsrequire all the
problem information to be in one place - that is the network topology, the link
dtate parameters and the connection request details must dl be available to a single
processor. Although there are distributed versions of some shortest path agorithms®
these are based on hop- by-hop table based routing schemes. These agorithms work
a adower time scde - propagating distance vaues to build up routing tables and are
not designed to be used for routing single demands.

The second of these complicationsis perhaps the most serious since the efficiency of
any online date based source routing mechanism depends criticaly on accessng the
required link-state information which is digtributed throughout the network. The metrics used
are to ome extent dependent on the network technology in use but in genera one can
expect the problem to be NP-complete.

Related problems of choosing optimdly which connections to accept onto a link
with respect to a cost function have been shown to be NP-complete by andogy to the
knapsack problem in (Vedantham and lyengar, 1998). Off-line cdculations to route dl the
demands in a network are generadly NP-complete by andogy with the Multi-Commodity
flow problem (Garey and Johnson, 1979).

2.3 Theneed for agents

Mogt of the difficulties associated with the routing task are due to the harsh
environment in which it needs to be peformed. Figure 2.1 shows a network graph with
demands between nodes A and B and nodes C and D. There are clearly alarge number of
possible routes for each. Given that some links may be heavily congested an acceptable
route may be considerably longer than the shortest path. The link state information on many
of the links in the network is therefore important for making the route choice - the region of
interesting links is very difficult to bound. Once a route has been chosen it needs to be set up
(dlocated) in the network. This set-up itself is problematic Snce there can be subtle and
complex interactions between connections being established at the same time (between C-D
and A-B in Figure 2.1 for example).

®Most notably distributed Bellman-Ford which isused in distance vector Internet protocols such as RIP
(RFC 1058).
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Figure 2.1: Network graph with communication demands between A and B
(dotted line), C and D (dashed line).

There is a strong need for loca control to spread the enormous information and
work load in alarge network. Loca autonomy is vital not only to soread workload but dso
for robustness - locd controllers should be able to continue solving local problems even if
there are failures esawhere in the network. Despite the need for locality some tasks will
aways need more than just loca information (see section 3.1.2 for discussion on setting up a
connection spanning severd loca regions for example). Tight control and management of
resources crucid. To support both these requirements communication is essentia for the
exchange of information between loca controllers and its functioning must be succinct and
efficient since the communication medium for control messages is often shared with customer
message traffic. Any routing sysem must perform well in the face of changing conditions in
the network and must be pro-active rather than reactive - problems need to be avoided
before they occur. (See (Lin and Yee, 1993) for a discussion on why the large volumes of
data in high speed networks make feedback/reactive systems unsuitable).

Techniques developed in the DAI community provide ways of addressng these
(sometimes conflicting) needs. Agents can be used to provide autonomous loca control
whilst cooperating with each other to build more globa views when necessary. Spatid
digribution dlows information hiding between agents and the potentid for passng
summarised information to neighbours rather than raw data (Durfee and Lesser, 1991) thus
greatly reducing necessary communication bandwidth. When compared with distributed
agorithms, loosdly coupled agent systems are aso likely to be more adaptive and flexible to
the changing state of the network and able to act pre-emptively in difficult Stuations (Gass,
1992) such as overloads. Large networks may also need to be broken up into more
managegble pieces whilgt dill supporting interactions between these pieces. The need for
digtributed hierarchica control for network management applications is widdy accepted
(Segl and Trausmauth, 1996), (Somers, 1996). This together with the widely accepted
need for locd autonomy (and hence coordination and communication) and pro-activity
represents a strong argument for the use of agent technology in network management and in
routing.
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3. Applying current work in distributed artificial intelligence

Although there are many complex issues in routing, the requirements of the problem
essentiadly boil down to two key needs:

1. The digribution and management of network seate informeation. |.e. theinformation
needed for making routing decisions.

2. The digtribution of control and decison making. |.e. the route finding process
given adidributed information Structure.

The principle area of research in DAl which relates to these two reeds is work on
coordination and cooperation. Jennings (1996) identifies three main possible reasons for
requiring coordination between distributed problem solvers:

- Dependencies between actions.
- The exigence of globd congraints.
- No individud having sufficient information or resources to perform al tasks.

All three of these gppear in this problem domain: resource availability defines globa
condraints, routing individud demands or parts of demands impacts the choice of other
routes (dependencies between actions) and in large networks the impossibility of any agent
holding a globd view requires dl agents to have partid and incomplete information. In the
res of this chapter we make the didtinction between coordination for tasks and
organisation. Organisation is often seen as a type of coordination approach, however we
separde it out here to emphasise the fact that organisation is more concerned with the long
term make up and dructure of a community of agents. Most work on coordination &
concerned with ensuring coherent action between groups of agents to achieve a single goal
or complete an a-priori well defined set of goals. Organisations provide Structures in
which agents are able to coordinate more effectively by specifying the actionsindividuaswill
take in given circumgtances. The following review gives a flavour of the work in these two
areas

Coordination for asingle task or set of tasks has received alot of research attention.
One strong theme is that coherent joint action is underpinned by menta congtructs such as
team gods and joint intentions ((Grosz, 1996), (Cohen and Levesque, 1990)). This thinking
has lead to the development of agent architectures which incorporate explicit representations
of cooperation. Best known among these are GRATE* (Jennings, 1995) and STEAM
(Tambe, 1997). Negotiation is dso often used to dlow groups of agents to come to
agreements on actions when they have conflicting goas (See (Laasi et d, 1992) for a good
review). Extendgve work by Durfee, Lesser and others on Partid Globa Planning ((Durfee
and Lesser, 1991), (Decker and Lesser, 1992)) and the Distributed Vehicle Monitoring
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Testbed (Lesser, Corkill, Durfee, 1987) focuses on the use of metalevel communication for
coordination.

The theory of organisations has dso lead to alot of research in DAI. Gasser (1992)
defines organisations as “patterns of information and control relationships between
individuas’, Werner (1989) uses the concept of roles to define organisations. Jennings and
Cagdfranchi respectively characterise an agent’s decison to join an organisation (or to fill a
role) as making a high level commitment (Jennings, 1996) or an organisationd commitment
(Castdfranchi, 1995). Corkill and Lesser (1983), in one of the first applications of
organisation in DA, present organisation as externdly imposed coordination. (Fox, 1981)
and (Mdone, 1988) both present very useful management science perspectives on
computationa organisations. Markets are often seen as a organisationd technique and there
has been significant work in this area’ - see (Clearwater, 1996) for a good collection of
papers on this gpproach. Other work in the area of organisation includes (Shoham and
Tennenholtz, 1992), (Prasad, 1996) and much of the work on Partid Globd Planning
(mentioned above). Work on adaptive organisations (Organisationd Sdf Design (Corkill,
1983), (Ishida, Gasser, Yokoo, 1992), logica reorganisation (Guichard and Ayel, 1994)
and (Durfee and So, 1997), (Decker and Lesser, 1995)) attemptsto mode organisationa
knowledge and alow an organisation to change dynamicaly over time.

3.1 Thenework routing domain

This large body of DAI work (the above is only a very brief overview) has been
gpplied to a number of different problem domains. Aswith any application domain, working
on the problem defined in Section 2 holds particular challenges for the gpplication of DA
techniques. The following domain features al need to be consdered when designing an
agent based system for the routing task:

Vast number s of agents. Communication networks can be very large and thisforces a
corresponding increase in Size in any didributed control structure. Most previous
industrid gpplications require rdatively smal numbers of agents (In the range of 3 -
10 - (Jennings, 1995), (Varga, Jennings, Cockburn, 1992), (Durfee and Lesser,
1991)). Only a few systems have been tested with larger numbers of agents
((Cammarata, McArthur, Steeb, 1983) is one). This means that many of the
coordination mechaniams till need to be tested on alarge scae.

Spatial digribution: Although some systems (notably work on DVMT (Lesse,
Corkill, Durfee, 1987) and others) use spatid decompositions to divide up work,
most sysems focus on functiond decompostions (GRATE* (Jennings, 1995),
STEAM (Tambe, 1997) to some extent, TAEMS (Decker, 1996)). Spatia
digribution typicdly 1) incresses the importance of communication cost during
problem solving (see below) and 2) redtricts the type of possible relationships

"Note, markets are also often applied to coordinate agents for asingle task.
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between agents - agents may only be adle to communicate with their direct
neighbours for example.

Communication problems. A lot of previous research does teke into account
communication cost in aample form by adding fixed time pendties for messages sent
((Jennings, 1995), (Kuwabara, 1996)) or smply counting the number of messages
(Tambe, 1997). This is insufficient for networks - taking into account the agent
communication medium becomes much more important Snce this is dso the medium
being controlled. The cost to two agents far gpart in the network which need to
communicae is in generd much higher than that incurred by neighbouring agents.
Unrdiable links and large variations in message send time are dso potentidly serious
communication problems (These have been shown to cause difficulties with
confirmation based protocols). Theoretica work on the utility of communication such
as (Gymtrasewicz, Durfee, Wehe, 1991) is unlikely to be applicable since most
messages will be essentidl.

Small problems, fast responses: In generd the routing of asngle cal isasmdl task
and response times in the network need to be fast to satify users. This causes
problems for coordination schemes which:

- Require long st-up periods before beginning problem solving. Long initid
coordination periods are generdly only judtified if the problem solving process
itself will be long and expensve.

- Require a potentidly large number of iterations to complete. Since the
communication cost is a large factor in the overdl cost of problem solving
communication intendve schemes will suffer.

Although there is some work on fast coordination ((Decker and Lesser, 1993),

(Kosoresow, 1993), (Kraus and Wilkenfeld, 1991) and (Kraus, Wilkenfeld, Zlotkin,
1995)) it is often very theoreticd and difficult to apply. The scheme in (Kosoresow,
1993) for example requires al agents to Smultaneoudy exchange task ligs to enable
each to generate bids for task assgnments. In generd the need for fast responses to
raivdy smple problems suggests that an organisational structure to support
coordination would be beneficid.

I nteractions. As sated above, routing an individud call is conddered ardatively small
task. There are however many of these smal tasks arising continuoudy, these interact
with one another to produce a dynamic and complex problem solving environment.
This flow of tasks cannot readily be modedled as “one big” problem to be solved
since the tasks arrive asynchronoudy and in a distributed fashion (and are not known
in advance). The harsh time condraints in the network mean that synchronisation
(waiting for severd cdls and solving a harder joint dlocation) is not dedrable.
Interactions occur a severd levels
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- At the doman resource leve: An agent may be participating in routing two
demands each with different partners. The agent’s choices for one dlocation
could well affect the remaining options for the other.

- At the reasoning resource level: When many demands are actively being routed
in the network, an agert is likely to be involved in various different cooperative
operations a once (with different colleagues), snce the agent’s resources are
limited; this meansthat it is hard to guarantee when tasks will be finished.

The effect of outsde commitments on problem solving has been taken into account in
previous work (Jennings, 1995) but usudly thisis treated as exceptiond, in network
goplicationsthisislikely to be the rule and isavita consderation.

Changing community makeup: Nodes and subnetworks can appear and disappear in
anetwork and these changes must be automatically dedlt with by the systen. These
domain leve changesin turn cause changesin the makeup of the control architecture.
Changes in demand patterns can dso favour changes in the number, type and
digtribution of agents in the control architecture. Work on adaptive organisations is
relevant to this point and is discussed further in Section 4.3.

Managing Scope: Sysems may have very large numbers of agents, very few of which
are implicated in performing any particular task. Sdecting which agents should be
included in any problem solving group, or even choosing who to notify that the task
exigs can be a hard problem. This tends to be somewhat easier in systems using a
functiona decompostion than in spatidly decomposed sysems. In GRATE*
(Jennings, 1995) for example a team leader sdlects which agents should take part in
problem solving (participants are can be sdected for their functiond capabilities). In
spatialy decomposed systems it may be possible to use some kind of distance metric
but this is arbitrary at best. Knowing the “scope’ of a problem is in fact part of the
routing problem to be solved. (Durfee and Montgomery, 1990) presents a way for
agents to use abgtract summary information to find partners for problem solving,
however this dso relies on an initia broadcast to the whole community.

The am behind highlighting these issuesis not to say that current frameworks cannot
handle them but that these concerns are not their immediate focus. To maintain emphasis on
key issues we return to the questions of managing information and control flow.

3.1.1 Information management

Representing and partitioning domain level information well isimportant in the design
of any routing protocol and essentiad when addressing on-line state-based source routing.
Achieving good divison of information is one of the principle ams in applying agent based

8Although the probability of such changes may be very low, the fact that the routing system is intended
to stay on-line for long periods of time means that the probability of these events occurring rises.
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gysems to the routing task since agents have the potentid for passng summarised
information to neighbours rather than raw data

To partition the network state information agents each need to have aloca view of
the network. The scoping and communication issues together mean that there is no scope for
broadcasting network state information. Broadcagting state information would not only
overload communication channels (which are mogt likely shared with customers) but aso
swamp dl the agentsin the system with (mainly usdess) informetion.

Since agents have locd views of the world and globa broadcast is not an option,
access to crucid information which is outsde an agent’ s scope must be supported by aclear
scheme for knowing where a piece of information is represented. This is essentia both in
fadlitating fast access to information and in screening out unnecessary information not
required for the current task.

3.1.2 Control flow

A second important potentia gain of goplying agent systems to routing is in
managing the flow of decison making. Contral flow needs to be as locd as possble if a
task can be performed by a smal group of agents, letting other agents even know about the
existence of the task should avoided (controlling scope). Control needs to be flexible but
clearly structured: each task may involve different coordinating partners but there needs to
be a direct and wdl defined problem solving process snce most problems are smdl and
should be solved with aminima coordination overhead. The number of iterations (exchanges
of messages) in the process should be kept low. The number of exchanges between
cooperating agents increases the amount of synchronisation in the problem solving process
which is known to increase the influence of communication cost on overdl problem solving
time (Bertsekas and Tdtsiklis, 1989) . Not only do a large number of iterations increase
communication cos, they aso increase the possbility that problem solving is interrupted due
to a communication failure. To perform loca actions agents need to be empowered to make
decisons which could affect the globd network state. Respongbility for decisons in the
network needs to be digtributed to alow more informed agents to take control of decisions
which could have globally more serious effects.

A relevant fegture of the routing problem is the fact that problem solving isin generd
quite serid or synchronised. Figure 3.1 depicts the same example as Figure 2.1 with the
network divided up into digtinct regions. Each of the smdl regions of the network is
consdered to be controlled by a separate cortroller agent and the task is to route a demand
from Cto D.

10
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Figure 3.1: Network topology with nodes clustered together into small groups.

Since each region is autonomous each decides its own interna route and these part
routes are assembled to form a complete path. However, the choices of interna path are
highly interdependent since they depend upon the entry and exit points of the part route to
each region. If for example (by some process) it had been established that the demand C to
D would pass through regions R18*' © | R2, R5, R9®™ D), region R5 would not be able to
decide on an internd route without knowing which link between R2 and R5 isto be used. At
asmple level there are two principa ways of resolving this: serid search - letting R1 choose
a route then R2, then R5 etc. Or by coordinating the problem more globally and sdecting
the connecting routes between regions firg then letting R1, R2, R5 and R9 complete thelr
part routes in pardld. In the genera case the problem aso includes the sdlection of which
regions to pass through. The key thing to note about this example is the interdependency
between the local decisions which need to be made.

3.2 Current agent based approachesto routing problems

There is very little agent based work which directly addresses the ont-line source
routing problem, this section therefore covers the work which is closest and could possibly
be adapted.

There have been severa market based approaches to routing problems. These
mostly address the problem of routing severd demands a once given a set network
topology ((Welman, 1992), (Wellman, 1994), (Kuwabara et a, 1996))°. Gibney and
Jennings (1998) describe a market based approach for saecting between a limited number
of pre-set avalable routes. Yamaki, Welman and Ishida (1996) and Hayzelden and
Bingham (1998) describe systems for managing VPC topologies and bandwidth dlocations
according to demand and need in ATM networks. (Yamaki, Wellman, Ishida, 1996) uses a
market based architecture and (Hayzelden and Bingham, 1998) applies ideas from Brooks
subsumption architecture to develop a functional decomposition.

®Note that the work by Wellman in (Wellman, 1992) and (Wellman, 1994) uses the example of transport
planning but thisis directly analogous to routing in networks.
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Appleby and Steward (1994)™ describe a system based on ant-like mobile agents
able to control routing in a network by updating routing tables. Two different approachesto
circuit restord based on spatia didtribution are presented in (Conry, Meyer, Searlman,
1988), (Conry et d, 1991) and (Clark, Grossner, Radhakrishan, 1996) . Clark et. a. apply
digtributed planning and Conry and colleagues use an gpproach based upon a generdisation
of the contract net which formulates the problem in away smilar to a digtributed congtraint
satisfaction problem. The service restord problem is again a little different from on-line
routing since severa demands (dl circuits on the link that failed) need to be routed a the
sametime.

There are two main recurring difficulties to applying these gpproaches to the ortline
source routing problem:

Use of broadcasts: All of the market based approaches rely on the use of price
broadcasts to distribute information, whereas (Conry, Meyer, Searlman, 1988),
(Conry et al, 1991) and (Clark, Grossner, Radhakrishan, 1996) broadcast plan and
negotiation information. This information flooding is both very codly and has the
problems associated with limiting the scope of problem solving (see Section 3.1).
This cannot be supported in large networks.

Synchronising aspects: The market indtitutions in the markets based approaches tend
to have a centrdisng effect on problem solving (dthough (Wellman, 1994)
introduces “arbitrageur” agents to reduce this problem), as does the planning
mechanism in (Hayzelden and Bingham, 1998). The market types used often aso use
timed periods for problem solving (waiting for bids to complete the round), this can
have highly synchronisang effect on problem solving which is undesirable for the on
line problem.**

Both of these points illudtrate that organisations are required to control both who
receives information and how decisons are made. The HYBRID system presented in
(Somers, 1996) and Chapter 3 (Evans et d, 1999) in this volume is one of the few agent
gpproaches to network management problems which focuses on the use of hierarchies to
control scoping effects (Unfortunately the work on HY BRID work does not address routing
per se).

3.3 Non agent based approachesto the routing

Although there is a vast amount of literature on many varying routing problems® the
question of how to tackle routing in high speed QoS networks is Hill very nuch open. The
ATM Forum for example is proposing a whole new architecture (PNNI (ATM Forum,

“Note, thisarticleis re-printed in this volume, chapter 11 (Appleby and Steward, 1999).

"Note however as mentioned above most of these systems were originally designed for problems
alocating groups of demands where centralising and synchronisation are more acceptable.

2See (Bertsekas and Gallager, 1992) and (Perlman, 1992) for good surveys of various routing problems
and algorithms.
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1996)) to provide routing servicesin ATM since much of the previous work on routing was
difficult to apply (Alles, 1995). See (Lee, Hluchyj, Humblet, 1995) for discusson on the
implications of QoS provison for the type of routing scheme required.

There have been advances using non-linear combinatorid optimisation (Linand Yeg,
1993) and compstitive andyss (Plotkin, 1995) but neither of these ssems likely to lead to a
complete solution - they do not address how to pass around network state data for
example. Cidon et d (1995) address this by using specidised hardware switching techniques
and maintaining a broadcast tree to give every node complete network state informetion.
The gpplicability of this type approach is limited by the dze of the network and the
dynamicity of the network state, rapidly changing network state dramaticaly increases the
number of broadcasts needed.

Perhaps the most detailed and extensive work on this subject was done under the
banner of ATM as the PNNI standard (ATM Forum, 1996) which describes an extensive
architecture to handle many aspects of routing. The primary interest of PNNI here is as a
framework for the handling of network date information and sgndling to support control
decisons. PNNI could readily be implemented as an agent based system (many provisons
in the standard can directly be described in terms of agent structures). PNNI is discussed
further in Section 4.2.4.

4. Adaptive control structures

Whilst bearing in mind the problems outlined in Section 3.1 this section outlines the
design of an agent based control system for the routing task. The key idea behind the
approach presented here is the use of an organisational structure which adapts to network
resource availability. Within the scope of this organisation agents work and cooperate to
solve individua routing problems. The scheme has two maor components:

1. A partitioning scheme which summarises availability at various levels of abdtraction
(Section 4.1).

2. An agent control organisation based upon this information representation (Section
4.2).

Sections 4.2.4 and 4.2.5 go on to discuss how this approach addresses some of the
points made in Section 3.1. Section 4.3 discusses the relationship of this work to research
on adaptive organisations, organisation and cooperation. In terms of implementation we
currently have a centrdised tool usng the patitioning techniques for resource
adlocation/routing and the distributed approach presented here iswork in progress.

4.1 Blocking Idandsand space partitioning

13
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(Frei and Fdtings, 1998) introduces a clustering scheme based on Blocking
|dands™® which can be used to represent network resource availability (here edificaly
bandwidth) information at different levels of aostraction. This section outlines the basic idea
(more details can be found in (Frel and Faltings, 1998))."

A blocking idand is a group of nodes in the network graph which are connected by
links with a specified minimum available bandwidth. The grey areasin Figure 4.1 below are
al blocking idands at levd 9 Megabits per second (Mb from here on). The grey area
marked BI-1(9)* for example contains A, B and C which means tha there is a path
between any two of {A, B, C} a 9Mb or above (note that A and C are not directly
connected at this bandwidth level but have a common route through B). The region BI-1(9)
aso represents the fact that no other node in the network graph can be reached a a
bandwidth of 9Mb from A, B or C - the nodes therefore form an isolated group at thisleve.

e §Hj I
-

M-Irs

Wi

Figure4.1: The map of blocking islandsat 9Mb shows nodes clustered together
into equivalence classes which are reachabl e at a bandwidth of 9Mb. The small
numbers by the links represent remaining capacity, dashed links have |ess than

9Mb free, solid links of 9Mb or more.

Given any bandwidth requirement blocking idands partition the network into
equivalence classes of nodes which are reachable by links of that amount of available
bandwidth. The regions are unique, identify bottlenecks (inter-regiond links'®) and
highlight the existence and location of routes at a given bandwidth leve. If two nodes are
clustered in the same blocking idand a a given bandwidth level there must exist a route
between them - furthermore dl links which could form part of the path lie inside this
blocking island.

3please note that there is a patent pending on the clustering techniques and their applications.

“The partitioning scheme as presented here has only been applied to systems using traffic types which
have a constant bit rate (bandwidth) requirement. We are currently developing extensionsto apply it to
complex traffic types such asthe ATM VBR service which allow more advanced multiplexing.

The notation BI-x(y) represents “blocking island number x at bandwidth level y”.

*Thisis more than just measuring which links have low capacity remaining since there can be links with
little remaining bandwidth inside blocking islands as well - inter-regiona links are links with low
remaining capacity for whichthereisno alternative route.

14
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Figure 4.2: The abstract representation of the network shown in Figure 4.1
shows which nodes are clustered together and inter-region connectivity. This
abstract representation is called the blocking island graph in (Frei and Faltings,
1998).

The regionsin Figure 4.1 can be used to congtruct an abstract graph of the network
showing which nodes are reachable at a given bandwidth level (see Figure 4.2). If abstract
graphs are congtructed for various bandwidth levels the resulting graphs can be combined to
form a hierarchy of blocking island graphs representing the network at different levels of
abstraction. Figure 4.3 shows an example of such a hierarchy for bandwidth levels. 9, 6 and
3Mbs. This hierarchy can be congtructed in time O(bm) where b equds the number of
bandwidth requirements and m equals number of links in the network.

Figure 4.3: A hierarchy of blocking islands. Each level clusters nodesrecursively.

There is a useful rationship between levels in the hierarchy which is cdled the
inclusion property in (Frei and Faltings, 1998). Given two blocking idands which cluster a
common node at different levels in the hierarchy (see Figure 4.4, for example where the
node G is baoth in the region BI-4(9) and BI-9(6)), the inclusion property states that the Bl
clustering at the higher bandwidth level (9Mb) may not include any node not clustered at
the lower bandwidth level (6MDb).

15
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Figure 4.4: Two levels of blocking islands, the 9Mb level partitioning from Figure
4.1 isnow summarized again at the 6Mb level.

The incluson property is trangtive between levels and leads to “complete’ inclusions
as shown in Figure 4.4: each of the blocking idands a the 6Mb level exactly clusters a set of
blocking idands from the level below (the 9Mb leve) - none of the 9Mb blocking idands
overlgp the boundaries of their parent blocking idand. The incluson property thus insures
that the hierarchy is a tree. Each blocking idand level can be seen as an abgtract graph like
the one in Figure 4.2, this is repested at al levels in the structure and produces the type of
hierarchy shown in Figure 4.3.

Since the graphs and the hierarchy depend upon the bandwidth available on the links
they need to be updated over time as link states change. These changes can lead to merging
and splitting between blocking idands. In Figure 4.4 for example freeing up an additiona
3Mb or more of bandwidth between nodes H and G would merge idands BI-6(9) and BI-
4(9) to cluster the nodes K, I, H, G and F in the same idand. Then using up 2 or more Mb
of bandwidth between | and H would split the new large idand into two: {1, K} and {H, G,
F}. The updates for this merging and splitting can be managed in time linearly proportiona
to the number of links in the network.

4.2 How agentsrun blocking idands

There are various ways of using the partitioning methods above to build agent
based control structures and information representations for routing. The hierarchical model
described below is perhaps the most intuitive and illugtrates the points we wish to make
about the gpplication of coordination techniques.

421 Gengrd scheme.

To build a smple control structure one agent is assigned to manage each
blocking island. An agent controller at the lowest level of abstraction has knowledge of a

16
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st of network nodes and links which form a graph. The controller aso knows which levd of
the hierarchy it is in and where its parent agent can be found (if it has one). Figure 4.5
illugtrates this collection of locd views of the network for the example from the previous
section (Figure 4.1).

i
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Figure 4.5: Each blocking island is managed by an agent.

Figure 4.6 shows the knowledge kept by the controller of the region which clusters
the regions in Figure 4.5. This is dso a graph: links are the inter-region links from the leve
below*” (the bottlenecks in fact) and nodes represent the blocking island regions from Figure
4.5. Gamma thus manages aregion in the level hierarchicaly above the one shown in Figure
4.5. Each of the nodes is a compound node which is managed by an agent one level downin
the hierarchy. The agent Gamma in Figure 4.6 in turn manages a compound node in the
graph hdd by the agent dlustering this region in the level above. Each of the child controllers
shown in Fgure 4.6 is responsble for links ingde its own blocking idand and Gamma is
respongble for the inter-region links in its own domain.

"

=

Figure 4.6: The controller at the next level up has knowledge of a set of complex
nodes and their interconnections. The controllers managing the smaller blocking
islands are defined as the children of Gamma.

YIn avariation links at higher levels can be clustered together into logical links.
17
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As resource avalability in the network changes blocking idands split and merge (as
described in Section 4.1). This has a corresponding effect on the control architecture -
adjacent agent controllers a every leve can solit and merge. If for example as in the
previous section BI-6(9) and BI-4(9) where to merge the shape of the abstract graph
managed by Gammain Figure 4.6 would aso need to be updated (Gamma would have one
less child and manage fewer links). Correspondingly agent controllers need to update and
move (logicdly or physcaly) to stay with their shifting domains. Estimating the cost of
gructurd updates is difficult since they rely on the implementation of mobility and agent
crestion/destruction, the time required for updates is however linear w.r.t the number of links
in the network.

4.2.2 Finding aroute

The control architecture mirrors the bandwidth availability in the network. Given the
organisational structure the agents indde it now need to coordinate to find routes. Each
agent at every leve isresponshble for the provison of arouting service. Agents a the lowest
levd (Figure 4.5) perform red routing tasks from point to point and agents at higher levels
(Figure 4.6) perform abstract routing tasks. To find aroute for a demand arising at a source
node ny for atarget node n, the agents use something like the following scheme™:

1. The demand is sent from the source to the agent (agent,) clustering ny at the lowest
leve in the hierarchy (i.e. the blocking idand which is the smalest region surrounding
n, and has the highest bandwidth connectivity). This agent now takes responghility
for routing the call.

2. If the target node (np) is not n agent;’s domain it immediately knows it cannot
route the demand. If the bandwidth requirement for the demand could be satisfied at
the hierarchy level above then the demand is passed to the parent agent agent,,
otherwise the demand can be rgected immediately. If the demand is passed to the
parent, the parent becomes respongble for routing it and agent; mantans a
respongbility to let the source i, know of the eventua outcome.

3. If the node np is clugtered in the domain of agent; the agent knows thet there is at
least one route between the target and the source with sufficient bandwidth for the
connection. Agent; can now search among these routes for one which satifies the
other QoS congraints of the demand. If such a route is found agent; reserves the
resources required, sets up the connection and informs the two participating nodes of
success. If the other QoS requirements (delay etc.) could not be satisfied, agent;
may be able to pass the demand up to its parent (presuming the bandwidth
requirement would Hill be satisfied at the next level up). The parent has access to
more possible routes and may be able to find a route which agent; could not see.

For simplicity here we assume demands arising always have a bandwidth requirement equal to one of
the levelsin the blocking island hierarchy. This can easily be relaxed (Frel and Faltings, 1998).

18
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The badic principle is very smple - if anodeis not clustered at any one bandwidth
leve it gets passed on upwards. When demands arrive at a parent agent, the parent
assumes respong hility for routing it and needs to find an abstract route:

1. When a parent (agent,) receives a demand from a child (agent;) it takes
respongbility 1) to try and route the demand and 2) to inform the child of the
outcome.

2. Agent, checks to see if any of its children cluster the target node (it knows the
requesting agent agent; clusters the source node). If the node is not held by any of its
children agent, passes the demand on upwards.

3. If the target is held by one of its children agent, chooses aroute (or set of routes)
in its own abgtract graph and then coordinates affected child controllers in the level
below to establish the route. To do this the parent sends notifications for tender on
parts of its abstract route to the child agents involved at the level below by specifying
the end points of the relevant segment of the path.

4. On receipt of the notification a child agent attempts to find a route between the
end points specified. This ether results in failure (the network state had changed or
the QoS could not be satisfied) or the agent commits to servicing this demand and
notifies the parent of the cost of the route found by sending a bid.

5. Once the parent (agent,) has recaived a sufficient number of bids to put together a
whole route agent, matches the offers from child agents with the abstract route plan.
Path congtraints such as delay can now be checked for the complete route. Note that
agent, does not know the whole route in detail - only the metric cost of each section.

6. If one of the possible routes is acceptable confirmations are sent to dl the reevant
child agents to confirm the route and an end-to-end set-up cadl makes the
connection. Cancellation messages are sent to any other agents which had proposed
part routes not used in the final solution.

This processis repegted at severd levelsin the hierarchy thus agents are often acting
on behdf of a parent to service ademand and as consumers trying to alocate that same part
route through regions controlled by their own child agents in the level below. This example
control scheme is perhaps one of the smples, there are other possbilities: alowing peer to
peer negotiation ingde a hierarchy level for example opens up other possible agpproaches.

4.2.3 Information representation

Even though the organisation is adaptive there is aways clearly defined ownership of
resources, the more criticd alink isthe higher up in the hierarchy it is managed. Thereisaso
a clear definition of where information can be found and accessed. The parent-child
relaionships define a gradudly widening scope and increasingly abstract view of the system.
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The is no periodic flooding of state information as in most common routing protocols. Thisis
because decison making is spread out dong the route, control is passed up to the leve

which has enough globa (though abstract) information to coordinate route choice, the
network state information is then accessed on Site.

Perhaps the key bendfit is that some of the state information necessary for problem
solving is dready implicit in the control Sructure. The existence of aroute or the impossibility
of connecting two nodes at a certain bandwidth are part of the organisation. The blocking
idand hierarchy aso naturdly represents anotion of how critica alink is. The higher alink is
clustered the more of a bottleneck in the system it is. Thisis not just because it is congested
but because there exists no alternative high route with sufficient remaining bandwidth
between the blocking idands it connects. Some effective routing heuristics can be based
upon this such as using links clustered low down in the hierarchy or avoiding splitting
blocking idands to preserve high bandwidth connectivity.

4.2.4 Control flow

Each agent in the hierarchy has a dearly defined routing task. Problem solving Sarts
at the lowest leve in the hierarchy and problems are passed up to the leve that has sufficient
gobd information. The blocking idand Structure provides a more meaningful divison of
scope (Section 3.1) than a distance metric or a static organisation structure (such as PNNI)
snce the bandwidth connectivity is used to discriminate which agents may be involved in a
potential solution.
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Figure4.7: Example of a static organisation and a organisation adapted to
bandwidth availability. The grey areas indicate which regions must be considered
by each organisation to find an acceptabl e route between nodes B and C (the
lighter the grey - the higher the level).

Figure 4.7 illugtrates the difference between a bandwidth adaptive organisation
(right) and a dtatic organisation (left). Allocating a demand between neighbouring nodes B
and C (which share high bandwidth comectivity) is quick in the adaptive organisation snce
the two nodes a clustered at the lowest level whereas in the static organisation the decision
can only be made at the highest level of abdtraction. This reflects the representation of the
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ready availability of resources between B and C in the adaptive organisation which the static
organisation does not capture. The Stuation is reversed for connections between A and B
and the adaptive organisation only clusters these two nodes together at the top level of the
hierarchy, whereas the datic organisation can make a decison at the most loca level. The
extra effort required in the adaptive organisation reflects the fact that A and C are connected
via links which are resource critical which may meen that they should be dedlt with by an
entity with a broader view of the network. Routing traffic on a critica link may have further
consequences for the rest of the network (for instance it may unnecessarily disconnect two
regions of the network).

Since bandwidth is only one possible QoS parameter, others have to be taken into
account once “bandwidth acceptable’ routes have been found. Using bandwidth as the firgt
discriminating characteridtic is often efficient because, as (Wang and Crowcroft, 1996) and
(Lee, Hluchyj, Humblet, 1995) point out, bandwidth often affects the other QoS parameters
(insufficient bandwidth means packet queuing insde routers for example, which increases
delay).

Returning to the example from Section 3.1.2, Figure 4.8 shows the same network
divisons as Figure 3.1. The search for aroute between A and B is coordinated by an agent
clugtering dl of the regionsin the figure (in genera there could be other levels of dbodtraction

in between).
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Figure 4.8: Epsilon proposes 4 abstract routesthrough the network for a demand
between A and B.

The rdaionshipsin the hierarchy now dlow the higher leve controller Epsilon to find
severad abdtract routes (4 in this case) and ask the regiona controllers to complete the part
routes interndly. The answers of the child agents with their cost metrics are then synthessed
to form a complete route. In terms of control flow the child agents are able to work in
pardle™ and the higher level contraller is able to use a more globa view of the problemto
ensure that the whole path meets dl the condraints (recdl the discusson on the
interdependence of locd solutions from Section 3.1.2). This is likely to produce better

®\Whereasin PNNI search islinear end-to-end.
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routes than a seridised goproach since it avoids problems with having to backtrack on
partid routes (such as in crankback in PNNI). The paralel aspect dso alows resource
reservation to be interleaved with path planning. This reduces the danger of planning a path
and then finding that the network state has changed before being able to set up some part of
it. The cogt is that problem solving can be dower - in lightly loaded networks where alinear
search for a solution is normaly correct at first guess the extra coordination is generdly
unnecessary. However in more heavily loaded networks the trade-off often pays,
paticularly if the connections routed are rdaively long lived - taking more time to find a
better route pays off.

425 Weaknesses

Inevitably, aside from the potentid advantages the scheme dso has some problems
and difficulties to overcome. Since the hierarchy is dynamic and nodes change domain
membership it cannot itself be used to create an addressing scheme as PNNI can be. This
aso has an effect on the representation of reachability information: since the groups of nodes
held by a blocking idand are fluid and cross organisational boundaries it is harder to group
them in a compact way (by prefix for example) to represent which nodes are held by whom.
The adaptivity to the domain isin the form of afeedback loop (Figure 4.8). This has severd
benefits (outlined in Section 4.3) but can dso create problems. If the influence of the
environment on the control structure becomes too great the control structure will spend too
much time trying to adapt rather than actudly doing its job.

In certain network states the fixed levels may not give a very even covering for the
control structure (i.e. in times of light load some agents will end up clustering large areas of
the network). This can be addressed by the dynamic creation of levelsin the hierarchy or the
use of intervas over the bandwidth to define equivaence classes rather than fixed vaues.
This issue Hill tends to mean that the scheme is most gpplicable in highly loaded networks.
Arguably however this is dso when t can be most useful since resources need to be well
managed. In generd networks are mogt profitably run a around 80% capecity to fill then
links but alow for the foldover in traffic.

As pointed out in (So and Durfee, 1992) hierarchies of dl types haveacentrdisng
effect in that ultimately there is a head agent at the top. However just asin (So and Durfee,
1992) loosing the head agent does not stop the whole system from working - only demands
needing to flow over the most bottlenecked links will suffer. At higher levels when blocking
idands are large it might also be necessary to have severd controller agents share the work
for one domain. A find problem is with security and authority in a system which necessaxily
croses organisationa boundaries. In an environment with severa service providers
managing different parts of the network different companies are unlikely to want to share
enough information to create a globaly transparent routing system. In the worst case each
company would use its own routing control sysem and negotiate connectivity a the
boundaries.

4.3 Description and discussion
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The structure of the agent society presented above is a hierarchy defined by parent-
child rdationships. These relaionships are used to formdise the organisational knowledge
within the agent society. Agents know their leve, the levels of their children and their parents
and how to communicate with then?®. The possible roles in the system stay fixed but the
agent occupants of these roles can change®, as @n the rdationship of a role with the
physica environment (an agent can control different groups of nodes at different times,
agents can have varying numbers of children, changing connectivity to their neighbours etc.).
Agents in the organisation are committed to being coordinated - that is, wherever possible
they undertake to act in concert with the other agents and fulfil their roles. The agents do
however retain free will as to whether they cooperate in any one task. If for example an
agent is overloaded with tasks it is not obliged to take on new tasks.

Clearly the network environment and the control structure are directly linked. The
relationship is that of a feedback loop as shown in Figure 4.8. The rules for how the
environment may influence the ntrol structure embody the designers knowledge about
what makes an effective correlation between environment state and the ability to
satisfy tasks efficiently. The outside influences shown in Figure 4.8 such asfalures or node
additions can dso influence the contral architecture by showing up as changes in the
environmen.

Figure 4.8: The environment and control structure are related by afeedback loop
where each has influence on the other. The influence of the environment is
determined by rules which represent knowledge about which types of
organizations are good for which environmental state.

This is different in emphasis to (as far as the authors are aware) previous work on
adaptive organisations. In previous work the tasks to be completed have driven
organisational adaptation, in (Decker and Lesser, 1995) for example local re-organisation is
done when a new sat of task-groups arrives. Ishida, Gasser and Yokoo, (1992) use
demand arriva rate to determine adaptation, this is analogous to linking adaptation to one
environmentd factor. The reason for shifting from usng tasks and current jobs to
determine the organisationd shape is to move away from coordinating for one big task
towards deding with many smal tasks ariving over an extended period of time. The
network date is extremely important in the routing problem and each new demand has a
relatively smdl (often subtle) effect on it. Using the network dtate to help determine the

“Note they can reason about what actions to take in case another agent cannot be contacted.
“See also (So and Durfee, 1992).
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organisation date is liable to be smpler and more effective than relying on metrics based
upon demand arrival. A second reason is that the state of the network can affect the
infrastructure the agent society is based upon so changes in the network state can force
changes in the control organisation.

The influence of the environment is in fact expressed as knowledge the agent has
about how to adapt its sphere of control. This is important since externa control of the
adaptation would impinge upon an agent's autonomy. In turn reliance on an externd
adaptation mechanism could cause the whole organisation to fail if parts of the network fail.

An organisation that adgpts wdl is 4ill only haf the story. Agents ill need to
cooperate within the organisation to peform individuad tasks In fact the organisaion
provides a macro structure for coordination, the coarse grain respongibilities entailed by the
relations parent, child etc. define a high level order to the agent society. The organisation
adso completely defines the information distribution in the society, determining exactly who
has access to what information. Jennings (1995) and Tambe (1997) both point out that in
complex dynamic domains it is dmost impossible to pre-plan dl possible combinations of
interactions off-line. Thisis supported by experiences with the indudtrid application of Multi-
agent systems (Jennings, Corera, Laresgoiti, 1995). We therefore apply finer grained
coordinaion techniques within the organisational structure to coordinate agents for solving
individua tasks.

The issue of coordinaing agents for a angle routing task is complex and the outline
above isasmple example. Jennings and Mamdani (1992) show a considerable time saving
in resource use when goplying a behavioura specification of cooperation (joint
commitments). We gply the forma specification of cooperation from (Wooldridge and
Jennings, 1994) and more specificdly the methodology behind GRATE* (Jennings, 1995)
to help handle coordination at the task level (these two works were closest to our needs).
The andysis of when commitments should end and the exchange of information about freeing
up resources is critica in a doman where many smal tasks interact and compete for
resources. Using a formd specification of cooperation helps to highlight where these issues
aise

One of the problems in gpplying coordination gpproaches such as those based upon
joint commitments is the time needed to Start the process of coordination for each task. As
pointed out in Section 3.1 when the task itsdf is rdatively smdl and there are drict time
criteria, long start-up times are not acceptable. Jennings and Mamdani (1992) suggests that
this can be improved by the use of common patterns which accumulate over time. In our
case some parts of the modd of responsibilities are part of the organisation (in the definition
of parent-child relaionships). This means that some of the work in team formation and plan
formation (steps from (Wooldridge and Jennings, 1994)) has aready been done before a
demand arrives. The organisation provides a structure for deciding quickly who to involvein
problem solving and how to control the process.

The cooperation work was gpplied principally as a desgn methodology to define the
responsibilities of agents to each other during problem solving. This means agents are less
flexible (they only have knowledge for coordination in a particular domain and restricted to a
gpecific set of problem solving protocols) but much of the coordination knowledge can be
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specified as part of the organisationa knowledge. The benefit is an increase in the dlarity and
speed of the decision making process which is essentid in the routing domain.

5. Conclusions

Modern high-speed communication networks are rapidly becoming more dynamic
and complex. There is now ggnificant demand for routing to be dynamic and adapt to
changing demands. Many researchers have argued that Multi-agent systems and
Digributed Artificid Intelligence can solve this type of problem, and substantiated these
clams with prototype implementations. We have argued that since the information required
for routing is distributed in the network, it also brings with it problems of distributing and
updating this information to the different agents and coordingting agents to solve routing
problems. These problems are important to address when agent-based solutions need to
scale to networks of redigtic Sze.

Section 3 of this chapter identifies some of the key issues involved in the routing
problem and suggests areas of DAl which require further development before these
challenges can be addressed. Some of the main areas which need further research are:

- Detaled moddling and andlyss of communicaion cogt (teking into account
spatidly digtributed systems).

- Team formation - how to decide which agents to involve in servicing a particular
task.

- Dedling with the potentid interactions of many tasks on both physical (domain)
resources and the computational resources of the agents.

The second part of the chapter proposed a scheme based on blocking idand
equivaence classes for sructuring information distribution in an agent system. It was then
discussed how this partitioning scheme could be used to address some of the problems
identified in a scalegble way by restructuring the organisation as the network state changes.
We bdieve that such dructures will be essentid for implementing Multi-agent systems at the
scae and reactivity required for rea networks and hope to stimulate further work that
addresses the many open issues which remain.
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