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Moti vation

First orderlogic providesaconvenientformalismfor
specifyingveri�cation conditions

Veri�cation conditionsofteninvolve arithmeticandother
well-establishedtheories

Approachesto checkingveri�cation conditionsin �rst order
logic

Pure�rst orderAutomatedTheoremProving (ATP)
Goodat reasoningaboutquanti�ed formulas
Not sogoodat theoryreasoning
� Someusefultheoriesarenot �nitely axiomatizable

Add 'ad-hoc' axioms(Denney etal. IJCAR2004)

Are thereany alternatives?
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Moti vation

Approachesto checkingveri�cation conditionsin �rst order
logic

Automatedtheoremproving basedonSatis�ability ModuloTheories
(SMT)

A SMT problemis to determinethesatis�ability of someformula
' with respectto some�x edbackgroundtheoryT

� Is Select(Stor e(ar r; i; a); i ) 6= a satis�able?
Many usefulbackground(combined)theoriesT canbedecidedby
ef�cient procedures

Goodat theoryreasoning

Traditionallyfor quanti�er-freeformulasonly

Exception:Simplify
Instantiationbasedandincomplete
Shown to work for practicalproblems
Successful,but no longersupported
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Outline

Quanti�er reasoningin SMT

SMT solversandAbstractDPLL ModuloTheoriesframework

Triggers,matchingandinstantiation

Challenges

Triggerselection

Instantiationloops

Eagerandlazy instantiation

Irrelevantaxioms

Experimentalresults

Comparisonof differentheuristics(in CVC3)

Comparisonof SMT solvers

Comparisonof ATP andSMT solvers

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.4/28



Outline

Quanti�er reasoningin SMT

SMT solversandAbstractDPLL ModuloTheoriesframework

Triggers,matchingandinstantiation

Challenges

Triggerselection

Instantiationloops

Eagerandlazy instantiation

Irrelevantaxioms

Experimentalresults

Comparisonof differentheuristics(in CVC3)

Comparisonof SMT solvers

Comparisonof ATP andSMT solvers

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.4/28



Outline

Quanti�er reasoningin SMT

SMT solversandAbstractDPLL ModuloTheoriesframework

Triggers,matchingandinstantiation

Challenges

Triggerselection

Instantiationloops

Eagerandlazy instantiation

Irrelevantaxioms

Experimentalresults

Comparisonof differentheuristics(in CVC3)

Comparisonof SMT solvers

Comparisonof ATP andSMT solvers

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.4/28



Solver for SMT

ModernSMT solvers(lazy) integrateaSAT solverandoneor
moretheorysolvers

UF

Abstraction

SAT
Theory
Solver

Arithmetic
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SMT Example

To prove (a = b) ^ : (f (a) = f (b)) is unsatis�able
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Quanti�er Example

To prove : P(3) ^ 8x:(x > 1 ! P(x)) is unsatis�able.
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: P(3) ^ 8x:(x > 1 ! P(x))

Theory
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SAT

Abstraction
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Quanti�er Example

To prove : P(3) ^ 8x:(x > 1 ! P(x)) is unsatis�able.

Solver

Instantiate x with 3

Theory
Solver

SAT

b2 ^ : b1

Abstraction

b2 : 8x:(x > 1 ! P(x))
b1 : P(3): P(3) ^ 8x:(x > 1 ! P(x))

f b1 = F b2 = Tg : P(3)
8x:(x > 1 ! P(x))

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.7/28



Quanti�er Example

To prove : P(3) ^ 8x:(x > 1 ! P(x)) is unsatis�able.

Solver

3 > 1 ! P(3)

Theory
Solver

SAT

b2 ^ : b1

Abstraction

b2 : 8x:(x > 1 ! P(x))
b1 : P(3): P(3) ^ 8x:(x > 1 ! P(x))

f b1 = F b2 = Tg : P(3)
8x:(x > 1 ! P(x))
Instantiate x with 3

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.7/28



Quanti�er Example

To prove : P(3) ^ 8x:(x > 1 ! P(x)) is unsatis�able.

Solver

3 > 1 ! P(3)

Theory
Solver

SAT

b2 ^ : b1

T-unsat

Abstraction

b2 : 8x:(x > 1 ! P(x))
b1 : P(3): P(3) ^ 8x:(x > 1 ! P(x))

f b1 = F b2 = Tg : P(3)
8x:(x > 1 ! P(x))
Instantiate x with 3

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.7/28



Quanti�er Example

To prove : P(3) ^ 8x:(x > 1 ! P(x)) is unsatis�able.

Solver

3 > 1 ! P(3)

Theory
Solver

SAT

b2 ^ : b1

No more
T-unsat

Abstraction

b2 : 8x:(x > 1 ! P(x))
b1 : P(3): P(3) ^ 8x:(x > 1 ! P(x))

f b1 = F b2 = Tg : P(3)
8x:(x > 1 ! P(x))
Instantiate x with 3

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.7/28



Quanti�er Example

To prove : P(3) ^ 8x:(x > 1 ! P(x)) is unsatis�able.

Solver

3 > 1 ! P(3)

Theory
Solver

SAT

b2 ^ : b1

No more
T-unsat

Abstraction

b2 : 8x:(x > 1 ! P(x))
b1 : P(3): P(3) ^ 8x:(x > 1 ! P(x))

Unsat
f b1 = F b2 = Tg : P(3)

8x:(x > 1 ! P(x))
Instantiate x with 3

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.7/28



Abstract DPLL Modulo Theories

AbstractDPLL ModuloTheoriesis a formalismfor DPLL-basedsmt
solvers

DescribesSMT solversastransitionsystems(asetof statesandtransition
rules)

States:

F ail

M jj F (M is a setof literalsassumedsofar, F is asetof CNF
clauses)

Final state:

F ail

M jj F (M is T satis�ableandM j= F )

Thegoal:

Frominitial state; jj F0, derive a �nal state
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Exampleof Transition Rules

Unit propagationin SAT
UnitPropagate :

M jj F; C _ l =) M l jj F; C _ l if

8
<

:
M j= : C

l is unde�nedin M

Theorypropagation
T-Propagate :

M jj F =) M l jj F if

8
>><

>>:

M j= T l

l or : l occursin F

l is unde�nedin M
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Rulesfor Quanti�er Instantiation

An abstractliteral is eithera literal or aquanti�ed formula

' [x=t] denotestheresultof substitutingt for all free
occurrencesof x in '

Inst_9 :

M jj F =) M jj F; (: (9 x: P ) _ P [x=sk]) if

8
<

:
9 x: P is in M

sk is a freshconstant.

Inst_8 :

M jj F =) M jj F; (: (8 x: P ) _ P [x=t ]) if

8
<

:
8 x: P is in M

t is a groundterm.
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What to instantiate

Suppose� = 8x:P (f (x)) is assertedto betrue

Instantiatex with everygroundterm(naive instantiation)
Toomany instantiations

Instantiatex with termsrelevantto �
If somesubtermof � [x=t] appearsin groundformulasin
M , t is relevantto �
Similar to resolution

How to �nd relevantterms?
1. Selectasubtermof � thatcontainsx, sayf (x)
2. If f (x) matcheswith agroundtermthatappearsin
M , sayf (a), a is relevant
f (x) is calleda trigger
E � unif ication
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Challenges

Givena setof quanti�ed formulasandgroundformulas

1. Selectsomesubtermsof aquanti�ed formulaastriggers

2. Matchtriggerswith groundterms

3. Instantiatequanti�ed formulas

Challenges
Triggers
Matching(equalities,fastmatchingalgorithm)
Instantiation

Instantiationloops
Eagerandlazy instantiation
Irrelevantaxioms
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Triggers

Triggerselection
Triggersshouldcontainall boundvariables

Triggerscanhavemoreboundvariablesthanthose
quanti�ed by outermostquanti�ers
� 8x : (P(x) ! 8y : Q(x; y))
� (Simplify doesnotallow this)

Sometimesnosinglesubtermcontainsall bound
variables

Multi-triggers(asin Simplify)

Specialtriggerheuristics
Transitivity
Anti-symmetry
Array index
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Instantiation Loops

Instantiationcouldintroduceloops
1. 8x:P (f (x); f (g(x))) (Simplify)
2. 8x:(9y:f (x) � f (y) = 2)
3. Loopsdueto severalformulas
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Instantiationcouldintroduceloops
1. 8x:P (f (x); f (g(x))) (Simplify)
2. 8x:(9y:f (x) � f (y) = 2)
3. Loopsdueto severalformulas

Loopsarenotalwaysbad

Weexperimentedtwo kindsof looppreventionmechanism
Staticloop test(asin Simplify)
Dynamicloopdetection
Bothareabandoned
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Eagerand lazy instantiation

Eagerinstantiation
Instantiatewhenunit propagationruledoesnotapply

May �nd contradictionsearlier
May introduceuselessclauses

Lazy instantiation
Instantiatewhennoothertransitionruleapplies
Instantiateonly whennecessary
May betoo late

Is thereaway to havea balancebetweenlazyandeager
instantiation?
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Irr elevant axioms

Veri�cation conditionsareoftenof theform � ^ : ' where'
is a formulaand� is a large�x edT-satis�ablecollectionof
(quanti�ed) axioms

Many formulasandgroundtermsin � areirrelevantto theproofof
unsatis�ability of � ^ : '

Thesolvermayspenda lot of resourceson irrelevantaxioms

It is notalwayseasyto determinewhetheraxiomsarerelevantor not

How to preventthesolver from spendingtoomany resources
on irrelevantaxioms?
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Instantiation level: thr eebirds onestone

De�nition of instantiationlevel I L(g) of groundtermg
All termsappearingin originalproblemhaveaninstantiationlevel of 0

If groundtermg matchessometriggerof 8x:P andg hasan
instantiationlevel I L (g), thenall new termsin P[x=t] (aswell asnew
termsderivedfrom them)have instantiationlevel of I L (g) + 1.

Instantiationlevel andmatching
Only groundtermswith aninstantiationlevel lessthananupper
boundareusedin matching

Instantiationstrategy
Eagerinstantiation

Theupperboundis increasedif
CVC3runsoutof groundterms
No othertransitionruleapplies

Iterative deepeningon instantiationlevel
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Advantagesof instantiation level

Neutralizestheharmfuleffectof instantiationloops
New groundtermsfrom instantiationwill notbe
considereduntil theupperboundis increased

Balancestheeagernessof instantiations
Eagerlyinstantiate
Lazily increasetheupperbound

Avoidsspendingtoomany resourceson irrelevantaxioms
No groundtermwill havemoreattentionthanothers
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Experimental Results

Testcasesarefrom SMT LIB.
AUFLIA/Burns14

AUFLIA/misc 29

AUFLIA/piVC 42

AUFLIA/RicartAgrawala14

AUFLIA/simplify 833

AUFLIRA/nasa26504

AUFNIRA/nasa1561

Only hardcases(5599outof 29004)areselected

AMD Opteron(64bit), 1Gmemory, time limit 5 minutes

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.20/28



CVC3 with Differ ent Heuristics

Category B-E B-L IL-E
AUFLIA/Burns 12 12 12 12
AUFLIA/misc 14 12 14 14
AUFLIA/piVC 29 29 29 29
AUFLIA/RicAgla 14 14 14 14
AUFLIA/simplify 769 497 762 768
AUFLIRA/nasa 4619 4527 4131 4526
AUFNIRA/nasa 142 72 46 72

B-E : No instantiationlevel heuristic,with eagerinstantiation
B-L : No instantiationlevel heuristic,with lazy instantiation
IL-E: Instantiationlevel with eagerinstantiation
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CVC3, Yicesand Fx7

Yices,versionof SMT competition2006

Fx7,asof Nov 15,2006

CVC3,version1.1

fx7 yices CVC3

category #case #valid time #valid time #valid time

AUFLIA/Burns 12 12 0.429 12 0.011 12 0.020

AUFLIA/misc 14 12 0.682 14 0.050 14 0.048

AUFLIA/piVC 29 15 0.517 29 0.030 29 0.106

AUFLIA/RicAgla 14 14 0.640 14 0.026 14 0.041

AUFLIA/simplify 769 760 3.218 740 1.424 768 0.739

AUFLIRA/nasa 4619 4187 0.452 4520 0.082 4526 0.014

AUFNIRA/nasa 142 48 0.410 N/A N/A 72 0.012
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SMT and ATP

NASA cases
Veri�cation conditionsof someNASA software
Introducedby Denney etal. at IJCAR 2004
Claim: ModernATPsarepowerful enoughfor “practical
applicationin programcerti�cation”

T; The�rst setgenerated,thehardest

T8;!

Tprop (e.g.tr ue_ P ===> tr ue)

Teval (e.g.succ(pred(x)) ===> x)

Tar r ay

Tpolicy (ad-hocsimpli�cation, theeasiest)

Tar r ay� simpli�cation of T8;!
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CVC3, Simplify, SPASS,Vampire

Simplify
Theonly SMT solversfor quanti�er reasoningthatis
publicly availablein 2004

Vampire,version8.1
Oneof thebestATPs,won two categoriesof CASC
competitionin recentyears

SPASS,version2.2
ThebestATP in theIJCAR2004paper

Solving Quanti�ed Veri�cation Conditions using Satis�ability Modulo Theories– p.24/28



CVC3, Simplify, SPASS,Vampire

category #cases Vampire SPASS Simplify CVC3
T; 365 266 302 207 343
T8;! 6198 6080 6063 5957 6174
Tprop 1468 1349 1343 1370 1444
Teval 1076 959 948 979 1052
Tar r ay 2026 2005 2000 1943 2005
Tpolicy 1987 1979 1974 1917 1979
Tar r ay� 14931 14903 14892 14699 14905
total 28051 27541 27522 27072 27902
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CVC3, Simplify, SPASS,Vampire

category Vampire SPASS Simplify CVC3
T; 9.277 1.765 0.068 0.017
T8;! 2.154 0.673 0.017 0.004
Tprop 4.322 1.066 0.339 0.006
Teval 5.603 0.760 0.042 0.008
Tar r ay 1.444 0.270 0.011 0.005
Tpolicy 1.494 0.272 0.010 0.004
Tar r ay� 0.695 0.232 0.010 0.005
total 1.560 0.411 0.015 0.004
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Summary

Instantiationlevel heuristicmeetsseveralchallengesin
quanti�er reasoning

For certainkindsof veri�cation conditions,SMT solvers
maybeabetterchoice

Futurework
Ef�cient multi-triggermatchingwith equalities
Techniquesfrom ATP
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