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Strategic Management of Security 
Information through 
an Entropy-Based Alert Correlator 
We present an integrated sy stem to process in real time a hug e incoming stream of alerts 
produced by  current  intrusion detection sy stems. A key  component of this sy stem 
includes an unsuper vised clustering algorithm that combines a temporal sliding window , 
entrop y tests, and expert rules to track the on-the-fly  evolution of alert groups.  
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Introduction  
Managing the security of highly comp-

lex networks, composed by thousands 

of networking systems, is an intensive 

skill-demanding and time-consuming 

task. It requires processing, analyzing, 

correlating and understanding every 

aspect of the network traffic to success-

fully detect potentially dangerous events 

that could pose a threat to any protected 

systems. Subsystems are thus sought 

that monitor, through specifically 

tailored sensors, the main communica-

tion events of a system (such as network 

traffic or user commands that account 

for human-

computer 

communication 

events), trying 

and detecting 

undesired 

behaviours. Great 

advances along 

this line are 

described in [1, 3, 6, 7, 8, 9].  

 

In fact, the security of this traffic is 

usually monitored by several security 

systems, with converging objectives but 

very different ways to address and iden-

tify a potential threat. One common 

approach is based on a pattern-matching 

analysis, which raises an alert if a 

previously known attack, present on the 

IDS installed rules, is detected. Dozens 

of new detection rules are added daily 

for those IDSs, demanding the addition-

nal effort for security administrators to 

update rule sets and tuning them at least 

weekly. Alternatively, anomaly detect-

ion is more capable to detect unknown 

threats, but very prone to offer lots of 

false positives.  

Therefore, usually the millions of daily 

alerts detected by those different IDSs 

are not taken into account by the 

security managers of those networks, 

leaving IDS’s as a forensics-only tool, 

useful to understand what happened 

once a successful attack has compro-

mised one or several systems. Actually, 

in every attempt so far at using the 

alerts online for preventive system 

protection, a major intervention of a 

human guard is still necessary. The 

reason lies in that, towards detection of 

alarming behaviour, in most cases we 

have to be content with detecting 

unusual behaviour; and these notions do 

not coincide. Thus, a 

relevant line of 

research aims at 

reducing, down to 

manageable rates, the 

amounts of information 

to take care of by 

humans: First, by 

organizing all the information, storing 

information about vulnerabilities as they 

become exposed by attacks, and 

tracking their evolution and fix history, 

so that attacks to a vulnerability already 

corrected do not distract from more 

urgent matters; our main aim is the 

construction of such a system. Second, 

allowing for simultaneously caring for 

several alerts at once and organizing 

them into priority layers; this is where 

we wish our system to contribute to 

advancing the state of the art. Inferring 

that alarms are symptoms of the same 

malicious behaviour (their so-called 

root cause), may be a way out towards 

better systems [2, 4, 5, 10, 11]. This 

needs as much domain information as 

possible, for instance through ontholo-

gy-based knowledge. Elicitation of the 
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necessary knowledge, however, remains 

often the bottleneck. We explore here a 

different path: we use a very simple and 

fast timestamp- and IP-based correlation 

notion that tends to construct large 

clusters, thus incurring in the risk of 

mixing several malicious breaches into 

a single intrusion alarm, but with the 

advantage of a reduced human inspect-

tion load; and we try to make up for the 

inconvenience by an entropy-based 

permanent monitorisation of the clusters 

themselves, splitting them whenever the 

system finds it likely that several root 

causes are being mixed into a single set 

of correlated alerts. The approach is 

subjected to a preliminary evaluation 

using the daily data produced by the 

different IDS’s installed in the network 

system of Valencia’s local government, 

Generalitat Valenciana. 

 

Backgrou nd 
Generalitat Valenciana (www.gva.es) is 

the local government of Comunidad 

Valenciana, the third Spanish most 

developed region.  Being one of the 

Spanish regions most devoted to 

providing quality e-government services 

to its citizens, it has a much evolved 

security consciousness. Besides, their 

global network provides many relevant 

horizontal services (both inbound and 

outbound) that need a state-of-the-art 

security, like government’s Internet 

communications, citizen’s access to e-

government processes, public web 

services, intranet communications, 

partner and provider collaboration etc. 

The security of some of these networks 

is managed by Tissat, a Spanish IT 

services company that applies R&D to 

address and solve day to day problems. 

It is therefore important to understand 

that the project had two complementary 

focuses: First, to enhance Generalitat 

Valenciana’s threat detection capabi-

lities, and hence to be able to protect 

more thoughtfully its information, and 

second, to rationalize and ease the work 

of their security experts, using its 

expensive skills to do high level work, 

to understand long-term patterns on 

security evolution and to be able to 

promptly respond to any dangerous 

threat. One of the most important fea-

tures desired was the capability of grou-

ping similar threat events detected by 

any IDS/IPS, issue not fully addressed 

on any commercial or open source tools 

(it is required that the user to manually 

configure the rules to correlate and 

group similar events, causing to share 

the root problem with IDS/IPS systems: 

the need of fine tuning the system 

constantly).  

 

System description 
The Security Information Management 

System used to manage Generalitat 

Valenciana’s common networks has 

been crafted to be highly modular, with 

several different evolving services:  

x  Vulnerability Management: Its goal is 

to automate the management of the 

vulnerabilities lifecycle, which is com-

posed of the phases of discovery, asset 

prioritisation, analysis, remediation and 

verification. At later stages this infor-

mation will be correlated with threat 

alerts, therefore making the system able 

to tell which attacks actually landed on 

a system vulnerable to them. The base 

tool to manage vulnerabilities is the 

formerly open-source system Nessus 

(www.nessus.org).  

x  Threat Management: Its main aim is 

to offer an almost-real time console that 

allows the Security Operations Centre 

team to view only relevant security 

events (they are really clusters of alerts) 

detected by any IDS/IPS, allowing it to 

react in a timely manner. The base tools 

used to feed the alert information 

chosen was SNORT (www.snort.org), 

an open source IDS with a very actively 

maintained rule set, used in many kinds 

of security environments.  

x  Malware and Virus Management: 
Similar to the Threat Management 

module, but much more focused on the 

particular characteristics of Virus, 

Worms, Trojans and Spyware traffic, 

providing the ability to detect infection 

patterns. This system can be fed with 

any tool that can detect the previously 

named types of malware, but, in the 

sake of using open source software, the 

first one included has been ClamAV 

(www.clamav.net), an open source virus 

detection tool. 

 

The underlying system used to support 

those modules is based on a distributed 

agent-based environment, with a three 

tier application that processes the infor-

mation and offers an interface for users. 

Those agents control local parsers that 

import and normalize data (in order to 

easily add additional tools), opening 

secure connections to the system’s 

agent-manager module that its respon-

sible for double-checking agent’s data, 

correlating it with the organization’s 

assets inventory and dumping this infor-

mation to the system’s central database. 

Agents and agent-manager modules are 

designed to treat millions of events 

daily.  

 
Data 
The data for the system is provided by 

several IDS’s located on different net-

works, which log millions of events into 

their local IDS databases. On any net-

work IDS there is a certain set of attri-

butes provided, no matter what tools are 

used:  

x Time of detection: moment when the 

attack was detected by the systems.  

x Source: Where the suspicious event 

came FROM, always an IP address.  

x Target: Where the suspicious event 

was headed to, always an IP address.  

x Event ID: Each tool uses its own 

proprietary taxonomy and 

classification.  

Time is one of most important attributes 

for any security correlation attempt, 

given that it is used to define the rele-

vant time windows. Therefore, it is a 

must that all IDS’s are time-synchronize 

using NTP (Network Time Protocol). 

One of the most useful attributes that 

can characterize an event is the CVE id 

(Common Vulnerability Exposure, 

cve.mitre.org): it is a public list of 

standardized names for vulnerabilities, 

used both by Vulnerability Assessment 

Tools (VAS) and IDSs. If this attribute 

is nonempty, it can provide direct cor-

relation with a specific vulnerability, 

allowing the system to promptly 

determine if the attack was successful 
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(the event CVE id and the vulnerability 

were the same on the same target). All 

data logged on into the IDS local data-

base is periodically polled, preproces-

sing and normalizing information event 

using a standard event exchange format. 

This normalization is used to fill in any 

missed event attributes, to add informa-

tion about the IDS that sends the event 

and finally to ease the addition of new 

IDS technologies: building a parser 

suffices. 

 

Once the data is preprocessed, it is sent 

to the system’s central database, which 

consolidates information in order to 

discard blatantly repeated events. It is 

only at this point when the adaptive 

clustering algorithm can be used. 

 

Modelling approach 
Formally the traffic of a given network 

is analyzed by a set of IDSs, namely 

{ids1 , … , idsn}. Attacks against the 

system manifest themselves as an 

stream of alerts produced by each IDS, 

Si. Each Si generated by idsi is an infi-

nite sequence of pairs (a, t), where a is 

an alert and t is the occurrence time of 

such alert, namely the timestamp. With-

out loss of generality and to simplify the 

discussion, we consider that all the 

streams produced by the different IDSs 

in a network can be collapsed into one 

single stream of alerts (possibly 

overlapping in time) 

S=¢…(a,t)(a’,t’)…²,  t � t’. The 

properties of each alert in this stream S 

identify which IDS detected the event.  

Given the input stream of alerts S, the 

output of our algorithm is a stream of 

alert clusters or alert groups. A cluster 

or group c is a set of alerts that are close 

enough according to a certain distance 

function – e.g. the value of such func-

tion is over a certain user specified 

threshold – and they occur also close 

enough in time – e.g. one alert in the 

cluster can reach another in the same 

cluster within a time window width 

given by the user. More details about 

these factors will be provided in the 

next subsection. The output stream pro-

duced by our algorithm will be of the 

form O =   ¢… ({ci}, t) ({cj}, t’) …², 
where t < t’, {ci} is the set of clusters of 

alerts active at time t, and likewise {cj} 

and time t’. 

 

Essentially, every time we will read a 

new alert (a, t) from S (or equivalently, 

the set of alerts with the same time 

stamp t in S) the current state ({ci}, t) 

will be updated. This updating 

corresponds to either adding to one 

cluster in the set {ci} the new 

information given by a, or creating a 

new cluster with the single alert a if 

none of the existing clusters is “close” 

enough; then, possibly, some clusters 

will become inactive because they have 

not been updated with any alert in the 

recent last time stamps. Moreover, it 

might happen that some clusters will 

exhibit entropy high enough to be split 

in several sub-clusters.  

 

Technical details 
The following are important technical 

elements to consider:  

 

Vulnerabilities of the system – The 

network is commonly scanned in the 

search of vulnerabilities. Names of 

vulnerabilities come standardized in a 

CVE identifier. Unfortunately, running 

a vulnerability scan is not possible at all 

times as it consumes network 

bandwidth and it is usually very costly. 

Also, the scope of these scans is limited.  

Alert – An alert corresponds to an event 

generated by an IDS to notify a 

potential breach in the system. 

Window – A window sliding over the 

input stream of alerts will define the 

notion temporal closeness between 

events. Formally, at a time t a window 

of width w is defined as the interval [t í 

w, t], so that at the current state O =   

¢… ({ci }, t) …², the set of clusters {ci } 

is active, meaning that each cluster 

contains at least one alert that occurred 

within the current window. On the other 

hand, a cluster will get outdated, and 

thus it will be ready to become inactive 

and “leave the window”, when it has not 

been updated with any alert within the 

defined window interval.  

Cluster of alerts – This corresponds to 

a set of alerts which share certain 

similarity. The centroid of a cluster is 

updated every time a new alert a is 

added to the cluster: the centroid will be 

updated with the most similar field/s 

shared with the new alert a.  

 
Similarity function for alerts – A 

similarity function f for alerts is 

necessary to construct clusters. The 

similarity of an alert a read from S w.r.t. 

an active cluster c with alert centroid a 

will be defined by f(a,a’) in [0..1]. If 

f(a,a’) is over a user specified threshold 

then the alert a will be added to the 

cluster.  

 

The similarity function is specified for 

this application according to the expert 

rules. Similar alerts must occur close 

enough in time; this will be checked 

through the window condition: the win-

dow width is provided by the user. A 

second set of criteria analyzes in which 

cases two sources might be considered 

similar, and two targets might be 

considered similar. To compare IP 

addresses we use cosine similarity: 

 

cos(IP,IP')  
IP � IP'

IP
2

IP'
2

 

 

where IP � IP 'denotes the dot-product 

of the two vectors. If two IP addresses 

are identical then the cosine similarity 

will be 1. To compare two port numbers 

we simply perform a ratio between 

them.  

It is necessary to establish priorities 

when comparing fields between alerts: 

source port is less important than target 

port, which is less important than the 

target IP, which at the same time is less 

important than the similarity of the 

source IP. Also, in case two alerts share 

exactly the same CVE id (if it exists) 

then similarity should be always 1. The 

combination of these values is not 

trivial and decisions have to be taken, 

e.g. similarity of 1 in IP source would 

indicate that those two alerts are indeed 

very similar and represent an intrusion 

together, but on the other hand, if any of 

the fields obtains similarity 1, then it is 

worth trusting in the highest similarity 

of the four fields. We combine all these 

rules of experts into a similarity 

function f which is symmetric.  
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Entropy – In real world conditions or 

for certain user-specified parameters, 

clusters might become disperse, i.e. not 

showing any coherence in the alerts 

contained in the cluster. For example, if 

the similarity threshold is not high 

enough, then many alerts will would 

grouped together even if they are not 

really similar; or, if the specified 

window width is too wide, then clusters 

may become active during too prolong-

ed periods of time thus favouring the 

addition of new alerts that increase the 

disorder; or also, if the expert rules are 

not sufficient then clusters might not be 

too concentrated. In such situations, it is 

useful to split the cluster into a subset of 

other clusters that exhibit less disorder 

and less number of alerts.  

 

The Shannon entropy measure 

(typically used in information theory) 

will be used here to evaluate the level of 

disorder that there is in a cluster. Given 

a cluster c, the entropy will be compu-

ted over the set of source IP addresses 

of the alerts in the cluster, and also over 

the set of target IP addresses of the 

alerts in the cluster. Eventually we will 

assign the maximum of those two 

values to designate the entropy of the 

cluster, i.e.: 

 

H(c)  max{H(IPsource ),H(IPt arget )},

 

where  

 

H(IPsource )  �pi log2 pi

i

¦ ,  

with index i ranging through the 

different source IP addresses and pi 

being the probability of the address IPi 

in the cluster c, computed simply as the 

ratio of occurrences in the cluster. An 

entropy score over a user-specified 

threshold for a cluster c shows the need 

of splitting the cluster c into as many 

sub-clusters as different IP addresses 

(either source or target, depending on 

the one contributing to H(c) with the 

maximal entropy).  

 

 

 Prelimina ry empirical 
evaluation 
In this section we present a preliminary 

empirical evaluation of the entropy 

based alert correlation approach. We 

will test our approach on the alerts 

generated during the day 12/27/2006 in 

the networking system of Generalitat 

Valenciana. This corresponds to 75,821 

alerts, roughly 6Mb of data. Distance 

between alerts is measured here in 

seconds. The methodology of these first 

experiments consists in varying the 

three input parameters: window width, 

similarity threshold and entropy thresh-

old. A snapshot of the entropy evolution 

for the active clusters is depicted in 

Figure 1.  

 

In next Figures 2 and 3: The first plot is 

the number of active clusters at time t 

(y-axis) versus time t (x-axis). The 

second plot is the total number of alerts 

in the active clusters at time t (y-axis) 

versus time t (x-axis). The third plot is 

the average number of alerts per active 

cluster at time t (y-axis) versus time (x-

axis). The fourth plot is the maximal 

entropy from all active clusters at time t 

(x-axis) versus time (y-axis).  

Figure 1: Snapshot of the entropy evolution of active clusters: x-axis 

represents the time evolution and y-axis is entropy. Each continuous blue line 

represents the entropy evolution of an active cluster within this time interval 

snapshot. The minimum entropy threshold was set to 3.5 in this experiment, so 

when a cluster reaches this limit, then the entropy value immediately drops 

(meaning that the cluster is split into several others with less entropy). Also 

note that for some clusters the entropy might decrease at some point of the 

evolution. This is because the cluster is getting more compact, instead of 

getting more disordered  
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Figure 2: Comparing the state evolution of clusters through time with a tight window width (7 seconds, left) 

versus a wide window width (20 seconds, right). Rest of parameters: min similarity 1.0 and min entropy 

threshold 3.0. Observe that with wide window width, the clusters stay active longer thus producing higher 

accumulations of clusters (peaks of the second plot), and also these are clusters with much more alerts. 

Figure 3: Comparing the state evolution of clusters through time with a strict similarity threshold (1.0, left) versus a 

loose similarity threshold (0.7, right). Rest of parameters: window width is 9 seconds and minimum entropy 

threshold is 3.0. Observe that with a loose similarity, the number of alerts in clusters tends to increase. Also the 

number of clusters per time t is high for similarity 0.7, as alerts updated clusters very easily, and this gives those 

clusters the chance of being active at least in the next 9 seconds marked by the window width. 
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CASE STUDY TYPE FREQUENT 

SOURCE PORT 
FREQUENT 

TARGET PORT 
CLASS 

1 WEB SURFING  80 or 443 AUDIT 
2 HTTPD RESPONSE 80 or 443  AUDIT 
3 DNS ANY REQUEST  53 AUDIT 
4 DNS ANY RESPONSE 53  AUDIT 
5 SMTP SENDING  25 AUDIT 
6 SSH CONECTION  22 AUDIT 
7 TCP PORT SCAN   ATTACK 
8 DENIAL OF SERVICE   ATTACK 
9 NET SCAN   ATTACK 

 

 

Discussio n 
Analysis of the outcome of the 

experiments described (and of further 

experiments omitted) reveals some 

interesting considerations. Regarding 

the time window, we find a rather strict 

linearity between its length and the 

number of false positives and false 

negatives: as expected, but confirmed 

with a linear dependency on the data 

obtained, larger windows improve 

substantially the quality of the detection 

rate. Of course, larger windows also 

imply higher resource consumption, so 

each particular application will need 

some tuning effort to find the largest 

window width acceptable for the 

installation. 

 

Similarity threshold and entropy 

threshold are harder nuts to crack. No 

linear correlation is found, but it can be 

observed that the optimal results are 

found in specific intervals: [0.7,1] for 

similarity (which is not surprising) and 

[2,3] for the entropy: along these 

intervals, the best ratios with respect to 

false positives and false negatives were 

usually found, but little more can be 

said. These are useful guidelines to tune 

this algorithm for an actual SIM system. 

 

In our several real-world simulations on 

the networking systems of Generalitat 

Valenciana we found that a window 

width of 300 seconds, together with a 

similarity  of 0.7 and entropy threshold 

set to 2, were the parameter values 

preferred by the security experts. The 

intuition for enlarging so much the win-

dow width is the following: we found 

that for small window widths some of 

the clusters were removed from the 

window too early in the process; yet, 

these clusters would reappear some 

seconds later containing a very similar 

bunch of alerts. Indeed this corresponds 

to observing very big cluster that can 

never fit into a too small window and 

thus, is split into several smaller over-

lapping clusters as the too small 

window slides through. The set of 

different type of clusters we found with 

these parameters can be seen in Table 1. 

 

Even if these parameters are not easy to 

optimize, one sees there is a very stable 

behaviour of the algorithm, with a cer-

tain ``continuity'' whereby the outcome 

of slight changes in the parameter 

settings is reflected in rather stable out-

put. However, it must be noted that the 

level of abstraction of the algorithm 

with respect to the network under 

surveillance is not high, and this results 

in a high variability of the results of the 

algorithm with respect to the network 

on which it has been implemented. 

Thus, relatively little changes in the 

network may easily result in a substan-

tial loss of performance and a need of 

retuning the system. 

 

Future w ork 
This framework offers several oppor-

tunities for improvement, given that the 

strategy of letting clusters grow and 

inducing them to split under specific 

entropy considerations indeed gives 

very good results as of decreasing the 

load of information to be handled by the 

security experts in charge. 

 

First, beyond adjustment of parameters, 

variations in the very similarity function 

could be explored, since our decision 

here for starting this work was a rather 

simplistic one. 

 

One additional major issue is the 

possibility of using the information 

derived along the clustering to rank the 

priority of the groups of alerts, in that 

evolution of the corresponding cluster 

may suggest alerts that require imme-

diate attention in much higher degree 

than others. Data coming from the 

vulnerabilities database must be treated 

also, since, for instance, an attack that 

clearly targets a vulnerability that has 

been recently fixed is of much less 

priority than even mild potential attacks 

to an existing vulnerability. 
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Table 1: Description of the 9 different types of clusters are classified by the experts during the experiments. For 

some types of clusters we show as well the frequency source/target port associated to the cluster type. Last column 

(class) corresponds to the classification of the cluster (either audit or attack) given by the experts.  
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