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(eInstitutions: (eInstitutions: 
the KEMLG@UPC and IS@Utrecht view)the KEMLG@UPC and IS@Utrecht view)

Javier Vázquez-Salceda
May 20, 2005
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...... eInstitutionseInstitutions and Normsand Norms

NormsNorms describe which states/actions within the           
e-organization should ideally take place

NormsNorms are too abstract to be directly translated into 
procedures (plans/protocols) in a single step
Most of the approaches talk about normsnorms, but a close-
up look shows that they are working at completely 
different levels of abstractionlevels of abstraction

Idea: there are several levels of abstractionseveral levels of abstraction involved in 
a normative system

Organizations hardly work in isolation

Idea: to identify how the organization’s surrounding 
context context influences the different levels
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Society-centric ViewAgent-centric View

StateState ofof thethe ArtArt (I)(I)

N
or

m
at

iv
e

Le
ve

l
D

es
cr

ip
tiv

e
Le

ve
l

TheoreticalTheoretical ApproachesApproaches

PracticalPractical ApproachesApproaches

1 Ag. 2 Ag.

Social StructuresSingle
Agent

One-to-One
interactions

ill-structured
interactions

Pr
oc

ed
ur

es
R

u l
es

C
on

cr
et

e
N

or
m

s
A

bs
tr

ac
t

N
or

m
s



5Th
e

Th
e

ro
le

ro
le

ofof
N

or
m

s
N

or
m

s
an

d
an

d
El

ec
tr

on
ic

El
ec

tr
on

ic
In

st
itu

tio
ns

In
st

itu
tio

ns
...... Normative MAS: sNormative MAS: state of the Art (II)tate of the Art (II)
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Social StructuresSingle
Agent

One-to-One
interactions

ill-structured
interactions
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Ex:aA

OperA

[O, P, F]

[E, G, H]
Delliberative
Normative

Agents

JACK, JADE,
FIPA OS
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...... Gap between Normative and DescriptiveGap between Normative and Descriptive

N
or

m
at

iv
e

Le
ve

l
D

es
cr

ip
tiv

e
Le

ve
l

Pr
oc

ed
ur

al
R

u l
es

C
on

cr
et

e
A

bs
tr

ac
t

EIDE                                
dialogical perspective

Laws,
regulations

Laws,Laws,
regulationsregulations

Dialogical Framework
Agent roles
Performative structure
Scenes
Conversational graphs

??
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...... Example: Organ and Tissue DistributionExample: Organ and Tissue Distribution
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EIDE                               
dialogical perspective

Laws,
regulations

Laws,Laws,
regulationsregulations

Dialogical Framework
Agent roles
Performative structure
Scenes
Conversational graphs

??

EU
Directives

EUEU
DirectivesDirectivesSpanish

decrees
SpanishSpanish
decreesdecrees

Spanish
statutes
(equality
privacy)

SpanishSpanish
statutesstatutes
(equality(equality
privacy)privacy)

Spanish
regulations
SpanishSpanish

regulationsregulations
EU

Recomendations
EUEU

RecomendationsRecomendations

Spanish
practice

SpanishSpanish
practicepractice

Spanish
procedures
SpanishSpanish

proceduresprocedures
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...... Abstraction problemAbstraction problem

• Problems:

• Norms are more abstract than the procedures (in purpose)

• Norms do not have operational semantics

Example:

Regulation: “It is forbidden to discriminate potential recipients of an 
organ based on their age (race, religion,...)”

Formal norm: F(discriminate(x,y,age))

Procedure: does not contain action “discriminate”
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...... Filling the gapFilling the gap

Laws,
regulations

Laws,Laws,
regulationsregulations

Language for norms
(Formal & Computational)

Language for normsLanguage for norms
(Formal & Computational)

Electronic InstitutionsElectronic Institutions

Norm enforcementNorm enforcement
mechanismsmechanisms

Normative AgentsNormative Agents

Norms in Norms in 
delliberationdelliberation

cyclecycle

too too abstractabstract andand
vaguevague

more concretemore concrete
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...... Filling the gapFilling the gap

Laws,
regulations

Laws,Laws,
regulationsregulations

Operational Description
(Operational, Computational)

Operational DescriptionOperational Description
(Operational, Computational)

Electronic InstitutionsElectronic Institutions

Norm enforcementNorm enforcement
mechanismsmechanisms

Normative AgentsNormative Agents

Norms in Norms in 
delliberationdelliberation

cyclecycle

too too abstractabstract andand
vaguevague

more concretemore concrete Normative Description
(Deontic, Formal)

Normative DescriptionNormative Description
(Deontic, Formal)

Design
guidance,

Maintenance

Traceability
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FromFrom ABSTRACT ABSTRACT toto CONCRETECONCRETE
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...... EE--INSTITUTIONINSTITUTION

PROCEDURE LEVEL

CONCRETE LEVEL

ABSTRACT LEVELSTATUTES
•Values
•Objectives
•Context

Operational Description

Norms

Procedural
Implementation

CONTEXTCONTEXT

Domain
Regulations

Domain
Procedures

ONTOLOGIESONTOLOGIES

•Context-specific
Terms
•Context-specific
Actions

Communication
ontologies
•XML

Generic Human 
Law Terms
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...... Problem 1: Abstraction in NormsProblem 1: Abstraction in Norms

Norms are abstractabstract if they use concepts that are not fully 
described in the organization’s ontology.

“It is forbidden to discriminate based on age”

Norms can be abstract in the following ways:

They refer to an abstract actionabstract action
They use termsterms that are vaguevague

They abstract from temporal aspectstemporal aspects

They abstract from agentsagents and or rolesroles

They refer to actions or situations that are notnot (directly) 
controllablecontrollable and/or verifiableverifiable by the organization
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...... Problem 1: Abstraction in NormsProblem 1: Abstraction in Norms

example 1: Abstract actions

“a living donor should consentconsent to the donation of an organ”

sign(donor,contract) ∪ carry(donor,will) ∪
tell(donor,family)

example 2: Vague terms

“the  ONT is obliged to ensure that the distribution of organs 
and tissues is appropriateappropriate”

OONT(ensure_quality(organ)) ∧
OONT(ensure_compatibility(organ, recipient))

ONT Consent(donor)≡

ONT OONT(appropriate(distribution))≡
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...... FromFrom NormativeNormative toto OperationalOperational

Translation from NormativeNormative dimension to a DescriptiveDescriptive one

Idea: reduction from DeonticDeontic LogicLogic to DynamicDynamic LogicLogic
[J.-J. Meyer]

Ohosp(consent(donor(p,x)) < do(transplant(hosp,x,p,q)))

[transplant(hosp,x,p,q))]done(consent(donor))

Obuyer(pay(goods,seller,price) < do(exit(buyer)))

not(done(pay(goods,seller,price)))       [exit(buyer)]V(fine(buyer))
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...... ExampleExample

OONT(appropriate(distribution))

OONT(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

OCARREL(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

[assign(organ,recipient)]done(ensure_appropriateness(organ,recipient))

ensure_appropriateness(o,r) assign(o,r)
ensure_quality ensure_

compatibility

ABSTRACT LEVEL

CONCRETE LEVEL

PROCEDURE LEVEL

LAWSLAWS
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...... ContextContext as as sourcesource ofof interpretationinterpretation

OONT(appropriate(distribution))

OONT(ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

OCARREL(ensure_quality(organ) < do(assign(organ,recipient)))
OCARREL(ensure_compatibility(organ,recipient) < do(assign(organ,recipient)))

[assign(organ,recipient)]done(ensure_quality(organ))
[assign(organ,recipient)]done(ensure_compatibility(organ,recipient))

Spanish
National Health

System

ensure_appropriateness(o,r) assign(o,r)
ensure_quality ensure_

compatibility

ABSTRACT LEVEL

CONCRETE LEVEL

PROCEDURE LEVEL

LAWSLAWS
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...... CurrentCurrent versionversion ofof thethe ideaidea

OBLIGED( ONT, appropriate(distribution))

OBLIGED( ONT, ensure_appropriateness(organ,recipient) < do(assign(organ,recipient)))

OBLIGED( ONT, ensure_quality(organ) BEFORE do(assign(organ,recipient)))

Spanish
National Health

System

ABSTRACT LEVEL

CONCRETE LEVEL

PROCEDURE LEVEL

OBLIGED(utter (S7, W3, quality_ensured(organ)) IF (uttered(S7,W3,assign(organ,recipient)))

uttered(S7,W3,assign(organ,recipient) ^ not uttered (S7,W3,quality_ensured(organ)) 

AMELI implementation

LAWSLAWS
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...... ProblemProblem 2: 2: DefeasibilityDefeasibility in human in human lawlaw

Defeasibility = one or more norms defeated by addition of
norms

2 levels:
Defeasibility of classification

• semantics of concepts in norms extended/reduced/altered

Defeasibility of norms
• impact & applicability of norm altered

Article 13

1. Any procurement that occurs directly through automated manner is recorded, 
as far as these procurements are not dispensed by decree of the Minister of
Justice.

5. A procurement is not recorded in accordance with the first item, when it is a
result of a linkage and a report of the linkage has been done.

Article 13

1. Any procurement that occurs directly through automated manner is recorded, 
as far as these procurements are not dispensed by decree of the Minister of
Justice.

5. A procurement is not recorded in accordance with the first item, when it is a
result of a linkage and a report of the linkage has been done.

Article 13Article 13
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...... ProblemProblem 2: 2: DefeasibilityDefeasibility in human in human lawlaw

Option 1: Defeasibility handling in reasoning mechanism
there is no efficient implementation of defeasible logics!

Option 2: “by-pass” defeasible reasoning
changes in law almost never occur

changes occur often/periodically
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...... OngoingOngoing workwork: : usingusing landmarkslandmarks forfor formal formal connectionconnection

Landmarks as meaningful (i.e. important) states in the
system
Landmark patterns: partial accessibility relations from
landmark to landmark
Idea 1: do not try to map ALL states, only the landmarks
Regulations usually define those important states, and
what should/should never happen among them

We can define landmarks in the normative level in terms of
acceptable/unacceptable states of affairs
We can define landmarks in the operational level as states
in the state machine

Hypothesis: an execution is norm-compliant if the
landmark patterns hold.
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...... FromFrom NormsNorms toto LandmarkLandmark PatternsPatterns
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...... FromFrom LandmarkLandmark PatternsPatterns toto ProtocolsProtocols

uttered(S,W,R) uttered(S,W,D)

uttered(S,W,F) IF C
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...... Implementing Norms in Implementing Norms in eInstitutionseInstitutions

Implementation of norms                                         
from institutional perspective
Implementation of a safe environment  (norm enforcementnorm enforcement)

2 options depending on control over agents
Defining constraints on unwanted behaviour
Defining violations and reacting to these violations

our assumptions:
Norms can be sometimes violated by agents
The internal state of agents is neither observable nor 
controllable

• actions cannot be imposed on an agent’s intentions
• agents as black boxes
• only their observable behaviour and actions

== Implementing a theorem prover
to check protocol compliance
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...... Problem 3: Verifiability of normsProblem 3: Verifiability of norms

Computational verifiable
Directly verifiable
Verifiable by the introduction of extra resources

Non-computational verifiable

Non-verifiable
Observable, but not decidable
Indirectly observable
Not verifiable at all
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...... Safety and SoundnessSafety and Soundness

The concept of Norms allows to describe 
wanted (legal) and unwanted (illegal) behaviour
acceptable (safe) and unacceptable (unsafe) states

ViolationsViolations when agents breaks one or more norms, 
entering in an illegal (unsafe) state.

SanctionsSanctions are actions to make agents become 
legal (safe) again.

Sanctions include the actions to recover the system 
from a violation 
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...... Representing Norms (I) Representing Norms (I) 

Formal representation of norms needed

Which logic?
Norms permit, oblige or prohibit
Norms may be conditional
Norms may have temporal aspects
Norms are relativized to roles

variant of Deontic Logic

OBLIGED, PERMITTED, FORBIDDEN

IF C

BEFORE D, AFTER D
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...... Representing Norms (II) Representing Norms (II) 

examples:
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...... Implementing Norms in Implementing Norms in eInstitutionseInstitutions (II)(II)

NormsNorms describe which states/actions within the  e-
institution should ideally take place
NormsNorms are too abstract, not operational

A norm implementation norm implementation should be  composed of:



31Th
e

Th
e

ro
le

ro
le

ofof
N

or
m

s
N

or
m

s
an

d
an

d
El

ec
tr

on
ic

El
ec

tr
on

ic
In

st
itu

tio
ns

In
st

itu
tio

ns
...... Support for Implementing Norms (I)Support for Implementing Norms (I)

Norm enforcement is not centralized but distributed in a 
set of internal agents

They check if a given (observable) action was legal or 
illegal given the violation conditions defined for that 
context.

The Agent Platform should assist the internal agents, 
providing fast, very efficient resources for norm 
enforcement as additional platform services and 
mechanisms.

A) Detection of the occurrence of an action
Internal agents may become overloaded checking ALL 
actions
black list mechanism (of actions to monitor) e.g., assign
action alarm mechanism (alarm to the internal agent)
Internal agent checks if conditions for a violation apply.
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...... Support for Implementing Norms (II)Support for Implementing Norms (II)

B) Detection of activation/deactivation of norms
activation = when condition C is true
deactivation = when P holds, A is done or C is false
reaction time: time allowed between norm activation and 
reaction
Depending on the complexity to check C, the platform 
should implement the appropriate fast-access data 
structures and/or processing mechanisms to reduce 
computational burden

C)  Deadline control
a clock trigger mechanism to detect that a deadline has 
passed



33Th
e

Th
e

ro
le

ro
le

ofof
N

or
m

s
N

or
m

s
an

d
an

d
El

ec
tr

on
ic

El
ec

tr
on

ic
In

st
itu

tio
ns

In
st

itu
tio

ns
...... Problem 4: need of toolsProblem 4: need of tools

ROLE

ROLE

role
relation

objectivesnorms

Social structure Interaction structure
SCENE
SCRIPT

SCENE
SCRIPT

player

landmarks

norms
results

constraints

scene
transition

OrganizationalOrganizational ModelModelNormative Normative Concrete Concrete LevelLevel

Role
Norms

Scene
Norms Transition

Norms

Ontological  Ontological  
Concrete Concrete LevelLevel

Ontologies

Communication
languages

Architectural Templates

Role
Rules

Scene
Rules

Transition
Rules
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